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Hanwha Techwin Private Root CA Certificate Installation Guide

1. Download root CA certificate and check hash value

1) Download Hanwha Techwin private root CA certificate zip file (HTW_rootca.zip)
from Hanwha Techwin website.

e Download Path

: Hanwha Techwin Website - Customer Support - Technical Guides
- Cyber Security - Certification

- “Hanwha Techwin Private Root CA Certificate”

WISENET DDNS STerP LANGUAGE «

Q Hanwha Techwin AboutUs Products Selutions Technical Guides CustomerSupport PRCenter | Enter keywords Q

CyberSecurity - CoreTechnologies - DemoVideos - Tutoral - OnlineTool -  WhitePapers

# > Technical Guides > Cyber Security

Certification ~
@ tanuha @ tenune @ tnune
Hanwha Techwin
CMMI Level 3 Certification ISO/IEC 27001
2013 (ISMS) Certificate Private Root CA
CMMI-DEV version 1.3 Certificate of Hanwha Hanwha Techwin
Maturity Level 3 S&C who provide IT Private Root CA

management service to
Hanwha Techwin

] Download @ View 7 Download @ View 7 Download @ View

Please use only the root CA certificate that Hanwha Techwin provides
through above download path.

2) Unzip the “HTW_rootca.zip” file.
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2. Private root CA certificate installation

1) Run the “HTW _rootca.crt” then click “Install Certificate...” in “General” tab.

r- "

Certificate @

General | Details | Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Hanwha Techwin Private Rook CA
Issued by: Harwha Techwin Private Rook CA

valid from 3 25/ 2018 bo 3 21) 2038

Inskall Certificate, .. || | Issuer Stakement

Learn mare about Cerkificates

2) Click “Next” to start the “Certificate Import Wizard.”

3) Select “Place all certificates in the following store” and click on “Browse...”

F R
Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

| Browse...

Learn mare about cerfificate stores

< Back ][ Mext = J [ Cancel

b
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4) Select “Trusted Root Certification Authorities” in the “Select Certificate Store”
window, then click “OK.”

. )

Select Certificate Store

Select the certificate store you want to use.

% Wl Trusted Root Certification Authorities

----- Enterprise Trust
----- | Intermediate Certification Autharities

--{_| Trusted Publishers
LT Lintrusted Certifirates il

14| ] | »

[] show physical stores

I Ok I Cancel

5) Check “Trusted Root Certification Authorities” is indicated in the “Certificate store”

field, then click “Next.”

r ==

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.
(71 Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store
Certificate store:
Trusted Root Certification Authorities

Learn mare about cerfificate stores

<Back | Mext> | [ cancel
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6) Check the “Certificate Store Selected by User” field indicates “Trusted Root
Certification Authorities” and the “Content” field indicates “Certificate” and click

“Finish.”

r ™
Certificate Import Wizard ﬁ

Completing the Certificate Import
Wizard

Ve The certificate will be imported after you dick Finish.

"y You have spedfied the following settings:

Certificate Store Selected by User [REgVE = 13T a8 g il

Content Certificate

4 (LI 3

< Back [ Finish ]l Cancel

7) In the “Security Warning” popup, check the “Thumbprint (shal)” is indicated as

follows :

e Thumbprint (shal) : CD28ACD4 FO5793EF 43AA524D F30404FD 0B7F3A27

Secutity Wfarning il

o You are about to install a certificate from a certification authority (CA4)
l; clairming to represent:

Harwha Techwin Private Root CA

Windows cannot validate that the certificate is actually from "Harmwha
Techwin Private Root CA" Youw should confirm its origin by contacting
"Harwha Techwin Private Root CA" The following nurmber will assist

you in this process:

Thumbprint (shaly CO28ACDA FOSTIIEF 43045240 FI0404F0 0BTF3A2T

Warning:

If wou install this root certificate, Windows will autornatically trust arny
certificate issued by this CA, Installing a certificate with an unconfirmed
thurnbprint is a security risk, If wou click "Yes" wou acknowledge this
tisk.

Do ywou weant to install this certificate?

Yes | Mo I
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8) Click “OK” in “The import was successful.” message box.

9) Click “OK” in the “Certificate” window to close, then restart web browser.

i ™
Certificate u

General |DE13i|S | Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Hanwha Techwin Private Root CA
Issued by: Hanwha Techwin Private Root CA
valid from 2017- 03- 29 to 2037- 08- 24

[I.nsmll Certificate. . ] Issuer Statement

Learn more about fertificates

In case the hash value is different from the above, DO NOT continue with
the installation, as the certificate is NOT a root CA certificate issued by

Hanwha Techwin. Please download Hanwha Techwin root CA certificate

from website then continue installation again.
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3. How to safely connect to the camera using local DNS (for Internet Explorer)

1) Run browser and connect to the camera in https mode.

The local IP address of the camera used in this guide is “192.168.160.34.” Access

via the IP address that suits your user environment.

2) If “There is a problem with this website's security certificate.” Message displayed,

ignore the message then click “Continue to this website (not recommend)”.

F ™
@ Certificate Error: Navigation Blocked - Windows Internet Explorer E‘Elg

() €] ntpsyn9216816034/ “[4]x][9 sing

e

W | (& Certificate Error: Navigation Blocked ‘ |

i
@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not conti to this websit

& Click here to close this webpage.

I @' Continue to this website (not recommended). I

® More information

3) Click the “Certificate error” message in address bar at the top of the browser

window then click “View certificates” at the bottom of the “Untrusted Certificate”

message box.

& Hanwha Techwin - Windows Internet Explorer | = 8

-

52 ]

@Q v @) htp=//192.168.16034 /wmf/views/login/compatible.htm < 3 Certificate Ener | b7 | 1| [ 2ing

o~

. —— X
P . p
i| e ‘_I_ '@ Mismatched Address

The security certificate presented by this
website was issued for a different website's
address.

This problem might indicate an attempt to
fool you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

WISeNeT Webviewer
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4) Click on “Details” tab in the “Certificate” window.

Certificate

General || Details | \Certification Path

: ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remaote compuker
+ Proves wour identity ko a remate computer

Issued bo: 000918304949 hanwha-security . com

Issued by: Hanwha Techwin Private Rook Cf

¥alid from 4/ 26/ 2018 bto 4) 24/ 2028

Install Certificate. .. | | Issuer Statement

Learn mare about e

5) Check that the “Show” field indicates “<All>" and click on the “Subject” field. Copy
(Ctrl + C) the string that comes after “CN =" indicated in the box below. (The string

is vary by camera’s MAC address.)

Certificate
| General | Dt ails |Certification Path
Show: [<All> v]
Field Yalue -
D'«-‘alid ko Monday, April 24, 2026 6:59:0..,
DSubject 000915304949 hanwha-secur..,
=] Public key RSA4 (2048 Bits) N
Basic Constraints Subject Type=End Entity, Pat... |=
Netscape Cert Type 33L Client Authentication (300
Key Usage Digital Signature, Non-Repudia...
Sub]’ect Alkernative Mame DM3 Mame=*,harwha.com
TolFnhanred Kew | lcana Serwer Anthantication 1 2 A kT4

a-security, com

0 = Hanwha Techwin
_=FKR

Edit Properties. .. Copy ko File, ..

Learn more about certificate details
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6) Click on the Windows “Start” button, enter the below string in the “Search

programs and files” field, and press Ctrl + Shift + Enter.

¢ notepad C:\Windows\system32\drivers\etc\hosts

= T— T —

Programs (1)

| ﬁ notepad c\Windows\systern32\drivers\etc\hosts

p See more results

|Fir1dows\systemBl\dril.rers\etc"\hosts ® | |Shut down | » |

Click “Yes” if “User Account Control” alert message pop up.

7) In the “hosts — Notepad” window, add a string in the following order into the file.

e [Private IP address of camera] [String copied from the certificate]

The below screenshot is an example of a case that the camera has “192.168.160.34”
as IP address and “00091830A9A9.hanwha-security.com” and the string (The string

that comes after “CN =" in the “Subject” field of the “Certificate” window).

F ™
] hosts - Notepad = E
File Edit Format View Help
# Copyright (c) 1993-2009 Microsoft Corp. -
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# em:r¥ should be kept on an individual line. The IP address should

# be placed in the first column followed bl\]r the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# 1ines or following the machine name denoted by a "#' symbol.

#

# For example:

#

# 102.54.94.97 rhino. acme. com # source server

# 38.25.63.10 X. acme. com # x client host

# localhost name resolution is handled within DNs itself.

# 127.0.0.1 localhost

# localhost

192.168.160. 34 000918304949, hanwha-security. com I

1 b

8) Click “Save” under “File” to save the file and close by selecting “Exit.”.
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9) If accessing the camera via the browser address bar, use the string that comes

after the “CN =" registered in the local DNS, not the private IP.

e https:// 00091830A9A9.hanwha-security.com (e.g.)

/& Hanwha Techwin - Windows Internet Explarer E@g
@u - |§ https://00091830a%2%. hanwha-security.com/ 4 % |‘1‘| X |

10) Once the setup is complete, the background color of the address bar turns white,
meaning it is a safe website. You can also click on the lock icon on the right side of

the address bar and check the following message to confirm that the installation

was successful.

11) Click on “View certificates” to view the “Certificate Information” of the device,

which shows that the certificate of the device has changed into a trusted

certificate as follows :

€ Hanwha Techwin - Windows Internet Explorer | =& 29 |

@U b |g, https://0009183032a2 hanwha-security.com/wmf/views/login/compatible.htm ‘l g ‘1-| A | |p Bing P '|
E—
X

Lo :
w |§ il Ladin e @ Website Identification
-

Hanwha Techwin Private Root CA
has identified this site as:

00091830a%a9.hanwha-security.com

This connection to the server is encrypted.

Should I trust this site?

View certificates

WISeNEeT Webviewer

Copyright (© 2018 Hanwha Techwin. All rights reserved. 9



Hanwha Techwin Private Root CA Certificate Installation Guide

12) Go to the “Certification Path” tab and select “Hanwha Techwin Private Root CA”

to activate the “View Certificate” button. Click on the button to confirm that the

root CA certificate has changed into a trusted certificate.

Certificate m

General | Detgils | Certification Path
Certification path

B [Hanwha Techwin Private Root CA
f-12| 000918304949, hanwha-security.com

View Certificate

Certificate status:
is certificate is OK.,

Learn maore about certification paths

< Before Installation >

@a | Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

< After Installation >

|-__a | Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
+ All application policies

13) Click “OK” to close the window and finish the installation.

Copyright (© 2018 Hanwha Techwin. All rights reserved.
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